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Humachine Monitoring Dashboard
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I MarketPlace®ES® & awsDiEH %
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MarketPlace
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MarketPlace bizhub Market Place Mg,rr‘lgé?ﬁ;ce
Jan. 2011 Oct. 2012 Jan. 2013 Apr. 2015 Jan. 2017 Dec. 2017
First official Internal Public Launch Launch in Launch in v2.0

commit Launch in US in US Canada . Europe
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70 sites (web store) are currently working globally, adding more coverage.

« Opened Store in v Greece v Slovenia
North America v Hungary v South Africa
v United States v Iraq v Spain
v'Canada v Ireland v Sweden
v Israel v Switzerland
« Opened Store in Europe v Italy v’ Tanzania
v Albania v Jordan v  Tunisia
v Algeria v Kazakhstan v Turkey
v Angola v Kenya v Turkmenistan
v Armenia v’ Latvia v Ukraine
v Austria v Lebanon v United Kingdom
v' Azerbaijan v Libya v Uzbekistan
v’ Belarus v Lithuania
v Belgium v’ Luxembourg + Opened Store in - - -
v Bosnia & Herzegovina v Macedonia Middle East e - Py
v Bulgaria v’ Malta v United Arab Emirates Wilomsito the Qéé%
v Croatia v Montenegro v/ Bahrain .. KONICAMINOLTA ' ¢
v Cyprus v Morocco v Kuwait e
v' Czech Republic v Mozambique v Oman
v Denmark v Netherlands v Qatar
v Egypt v Nigeria v Saudi Arabia
v Estonia v Norway
v Ethiopia v Poland « Coming Soon: SE Asia
v Finland v Portugal v Malaysia
v France v Romania v’ Singapore
v Gabon v Russia « Coming Soon: APAC
v Germany v Serbia v China
v Ghana v Slovakia v Australia
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I Before AWS (Staging, Production) %
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1 Database Server
1 Static Web Server
2 Dynamic Servers . >
1 SMTP Server

1 Hardware Load Balancer

SMTP Database
Out-bound Main
WWW Static WWW WWW Dynamic

Dynamic 1 2

Firewall allowing ports 80 & 443

f
\ /
LAN ] WAN
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AWS (External Dev, Staging, Production) %
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Region: Tokyo

Region Ir A Iand .............................................................

erp.fifo] t |_erp-{region}.fifo ]// © KONICA MINOLTA 20




I Route 53: Geolocation Routing with Latency Fallback %
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Health Check Latency
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I ECR Cross Account Access for Code Deployment %
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ITATRIFTFITS
SEC =
- -. i ~
Y e | eedihatialliasy ( _Qev)
Developers Gitlab ECR '
Registry i US L
(Oregon Region) N emmmmmnsreeesesneest

___________________________________________________________________________

_________________________

____________________________________________________________________________________

_________________________________________________
__________________________

___________________________________________________________________________________

1 Container Image used everywhere!
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Immutable Deployments with Elastic Beanstalk %

KONICA MINOLTA

Deployment Policy: Immutable
Rolling Updates: Immutable
Managed Platform Updates: Minor

Full copy of instance, with
update, is created alongside
production.

Blue: Production Green: Update

Update instance is fully
tested and deemed as
passing (if failed, issues are
fixed and process starts
over).

Once testing is completed
satisfactorily, production is
switched from the original
instance to the update.

© KONICA MINOLTA 23



I Secure RESTful APIs

Lambda Auth
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Function
Context + Token
Principal + Policy
Request
w/ a Bearer Token
Allowed
L —— ’
Client . .
, API Gateway  policy is Evaluated
403 Denied

5 :
U

Policy is
Cached

Endpoints Dynamo
on EC2

Lambda RDS
Functions
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Connectivity with On-Premise Systems %
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II, \ A
. On Premise ERP e
| KONICA MINOLTA
: . MarketPlace
' _,u: DynamoD
?u EC2 + Lambda
™~
~E13
Function
~H
CloudWatch
. Scheduled
Firewall Event
\_ (CRON) )
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Development Lifecycle: QA Process Improvement




I Core Components used to build MarketPlace’s Infrastructure

v

GitLab

serverless

dWS
~—""

&

docker

>

HashiCorp

Terraform



Development quality assurance Process
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Destroyed
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I Review App Database Cloning & Sanitization %
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@ ' | RDS < Daily
Weekl Gitlab (Production) S Backup
i e CRON
Timer Find latest S l ( )
\ Snapshot < AWS RDS
l ! Snapshots
Create RDS 5
. Instance from : AWS RDS I
napshot ! (Backup
f ! Instance) 5 |
= Sanitize Data ) :
! | T

* Backup to S3

| i \ ¢

* < wied  ‘docker pull’ DB |
Image !

\ e

Docker

Registry * DB Container
Import

Backup

— , | T .
. docker push 5 » |10 AWS ECR Registry
k DB Image / .
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